Rules by Subject Matter Interim Committee Recommendations

Promulgated Effective Filed w/ SOS Last Revision
Date Date Date Date
Department of Information Systems
Refer for Group Consideration
DIS: Domain Name Service (DNS) Resolution Standard ID#: 2240
Statutory Authority: A.C.A. § 25-4-105 (a)(2)(M), A.C.A. § 25-4-105 (a)(2)(O) 10/01/2012 10/01/2012 10/01/2012

Required under State or Federal Law:

Requirement Statement:

Enforce:

Subject Matter Committee:
Link to Rule Document:

DIS: Rule 1

Statutory Authority:

Required under State or Federal Law:

Requirement Statement:

Enforce:

Subject Matter Committee:
Link to Rule Document:

DIS: Rule 2

Statutory Authority:

Required under State or Federal Law:

Requirement Statement:
Enforce:

Subject Matter Committee:

Link to Rule Document:

ECIO: Administration of Subdomains of the Arkansas.gov and ar.gov domains

Statutory Authority:

[ ] Required under State or Federal Law:

Requirement Statement:
Enforce:

Subject Matter Committee:

Link to Rule Document:

A.C.A. § 25-4-105 (a)(2)(M), A.C.A. § 25-4-105 (a)(2)(O)

DIS is charged with developing the information technology (IT) security policy for state agencies, and for IT policies, standards, and specifications for ensuring agencies’
compliance therewith.

Continued enforcement of A.C.A. §§ 25-4-105 (1)(2)(M), 25-4-105 (a)(2)(O) is recommended in order to carry out DIS powers and duties under current law.

Advanced Communication & Technology Committees

http://arr.blr.arkansas.gov/Portals/0/Rules/ARR/Entities/125/Rules/2240/Final/DIS 169.00.12-001F-13107 DNS.pdf

ID#: 2237

ACA 25-4-110 10/17/1997 10/17/1997 10/17/1997

State Law. ACA 25-4-110

DIS reports annually to the legislature on state agency information technology (IT) plans that establish agency goals, objectives and policies regarding the development and use of
IT.

Act 914 of 1997, amended A.C.A. § 25-4-101, et. seq. to read The Arkansas Department of Information Systems (DIS) to provide oversight of the Office of Information
Technology (OIT). DIS Rule 1 references the OIT. Act 751 of 2007, repealed the OIT. DIS recommends continuation and enforcement of the rule subsequent to amendment that
corresponds to current DIS statutes.

Advanced Communication & Technology Committees

http://arr.blr.arkansas.gov/Portals/0/Rules/ARR/Entities/125/Rules/2237/Final/DIS 169.00.97-002F-4914 RULE 2.pdf

ID#: 2238

ACA 25-4-102, ACA 25-4-109, ACA 25-4-111, ACA 25-4-112, ACA 25-4-114 10/17/1997 10/17/1997 10/17/1997

State Law. ACA 25-4-102, ACA 25-4-109, ACA 25-4-111, ACA 25-4-112, ACA 25-4-114

DIS complies with applicable state and federal statutory and regulatory provisions, and enters into contracts or agreements with state agencies for the purpose of providing IT.

Act 914 of 1997, amended A.C.A. § 25-4-101, et. seq. to read The Arkansas Department of Information Systems (DIS) to provide oversight of the Office of Information
Technology (OIT). DIS Rule 2 references the OIT. Act 751 of 2007, repealed the OIT. DIS recommends continuation and enforcement of the rule subsequent to amendment that
corresponds to current DIS statutes.

Advanced Communication & Technology Committees

http://arr.blr.arkansas.gov/Portals/0/Rules/ARR/Entities/125/Rules/2238/Final/DIS 169.00.97-002F-4914 RULE 2.pdf

ID#: 2308
na 03/28/2004 03/28/2004 03/28/2004 05/15/2005
(none)
(none)

The ECIO Administration of Subdomains of the Arkansas.gov and ar.gov domains were created under the ECIO of the OIT. Act 1722 of 2001 amended A.C.A. § 25-4-104 for an
Administrator of OIT appointed by the Executive Chief Information Officer (ECIO). Act 751 of 2007 repealed the OIT and the ECIO. DIS recommends continuation and
enforcement of the rule subsequent to amendment that corresponds to current DIS statutes.

Advanced Communication & Technology Committees

http://arr.blr.arkansas.gov/Portals/0/Rules/ARR/Entities/125/Rules/2308/Final/200.00.05-002F-7500 ECIO Administration of Subdomains of the Arkansas.gov and ar.gov
domains.pdf
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Rules by Subject Matter Interim Committee Recommendations

Promulgated Effective Filed w/ SOS Last Revision
Date Date Date Date
ECIO: Data and System Security Classification Standard ID#: 2316
Statutory Authority: na 05/15/2005 05/15/2005 05/15/2005
[ ] Required under State or Federal Law: (none)
Requirement Statement: (none)

Enforce:

Subject Matter Committee:

Link to Rule Document:

ECIO: Machine Readable Privacy Policy

Statutory Authority:

[ ] Required under State or Federal Law:

Requirement Statement:
Enforce:

Subject Matter Committee:
Link to Rule Document:
ECIO: Personnel Security

Statutory Authority:

[ | Required under State or Federal Law:

Requirement Statement:
Enforce:

Subject Matter Committee:

Link to Rule Document:

ECIO: Project Management - Managing State IT Projects

Statutory Authority:

[ ] Required under State or Federal Law:

Requirement Statement:
Enforce:

Subject Matter Committee:

Link to Rule Document:

The ECIO Data and System Security Classification Standard was created under the ECIO of the OIT. Act 1722 of 2001 amended A.C.A. § 25-4-104 for an Administrator of OIT
appointed by the Executive Chief Information Officer (ECIO). Act 751 of 2007 repealed the OIT and the ECIO. DIS recommends continuation and enforcement of the rule
subsequent to amendment that corresponds to current DIS statutes.

Advanced Communication & Technology Committees

http://arr.blr.arkansas.gov/Portals/0/Rules/ARR/Entities/125/Rules/2316/Final/200.00.05-003F-7501 ECIO Data and System Security Classification Standard.pdf

ID#: 2314

05/15/2005

na 05/15/2005 05/15/2005

(none)

(none)

The ECIO Machine Readable Privacy Policy was created under the ECIO of the OIT. Act 1722 0of 2001 amended A.C.A. § 25-4-104 for an Administrator of OIT appointed by the
Executive Chief Information Officer (ECIO). Act 751 of 2007 repealed the OIT and the ECIO. DIS recommends continuation and enforcement of the rule subsequent to
amendment that corresponds to current DIS statutes.

Advanced Communication & Technology Committees

http://arr.blr.arkansas.gov/Portals/0/Rules/ARR/Entities/125/Rules/2314/Final/200.00.05-001F-7499 ECIO Machine Readable Privacy Policy.pdf

ID#: 2306

na 02/28/2003 02/28/2003 02/28/2003

(none)

(none)

The ECIO Personnel Security rule was created under the ECIO of the Office of Information Technology (OIT). Act 1722 0of 2001 amended A.C.A. § 25-4-104 for an
Administrator of OIT appointed by the Executive Chief Information Officer (ECIO). Act 751 of 2007 repealed the OIT and the ECIO. DIS recommends continuation and
enforcement of the rule subsequent to amendment that corresponds to current DIS statutes.

Advanced Communication & Technology Committees

ID#: 2241

na 09/01/2003 09/01/2003 09/01/2003

(none)

(none)

The ECIO Project Management - Managing State IT Projects rule was created under the ECIO of the Office of Information Technology (OIT). Act 1722 of 2001 amended A.C.A.
§ 25-4-104 for an Administrator of OIT appointed by the Executive Chief Information Officer (ECIO). Act 751 of 2007 repealed the OIT and the ECIO. DIS recommends
continuation and enforcement of the rule subsequent to amendment that corresponds to current DIS statutes.

Advanced Communication & Technology Committees

http://arr.blr.arkansas.gov/Portals/0/Rules/ARR/Entities/125/Rules/2241/Final/200.00.03-001 F ECIO Project Mangement State IT Projects.pdf
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Rules by Subject Matter Interim Committee Recommendations

Promulgated Effective Filed w/ SOS Last Revision
Date Date Date Date
ECIO: User Logon Passwords ID#: 2242
Statutory Authority: na 12/14/2003 12/14/2003 12/14/2003
[ ] Required under State or Federal Law: (none)
Requirement Statement: (none)

Enforce:

Subject Matter Committee:

Link to Rule Document:

ECIO: Virus Scanning on State Network

Statutory Authority:

[ ] Required under State or Federal Law:

Requirement Statement:
Enforce:

Subject Matter Committee:

Link to Rule Document:

ECIO: Warning Banner for State IT Systems

Statutory Authority:

[ | Required under State or Federal Law:

Requirement Statement:
Enforce:

Subject Matter Committee:
Link to Rule Document:
OIT: Encryption

Statutory Authority:

[ ] Required under State or Federal Law:

Requirement Statement:

Enforce:

Subject Matter Committee:

Link to Rule Document:

The ECIO User Logon Passwords rule was created under the ECIO of the Office of Information Technology (OIT). Act 1722 of 2001 amended A.C.A. § 25-4-104 for an
Administrator of OIT appointed by the Executive Chief Information Officer (ECIO). Act 751 of 2007 repealed the OIT and the ECIO. DIS recommends continuation and
enforcement of the rule subsequent to amendment that corresponds to current DIS statutes.

Advanced Communication & Technology Committees

ID#: 2243

na 12/14/2003 12/14/2003 12/14/2003

(none)

(none)

The ECIO Virus Scanning on State Network rule was created under the ECIO of the Office of Information Technology (OIT). Act 1722 of 2001 amended A.C.A. § 25-4-104 for
an Administrator of OIT appointed by the Executive Chief Information Officer (ECIO). Act 751 of 2007 repealed the OIT and the ECIO. DIS recommends continuation and
enforcement of the rule subsequent to amendment that corresponds to current DIS statutes.

Advanced Communication & Technology Committees

http://arr.blr.arkansas.gov/Portals/0/Rules/ ARR/Entities/125/Rules/2243/Final/200.00.03-003F ECIO Virus Scanning on State Network.pdf

ID#: 2251

12/14/2003

na 12/14/2003 12/14/2003

(none)

(none)

The Executive Chief Information Officer (ECIO) Warning Banner for State IT Systems rule was created under the ECIO of the Office of Information Technology (OIT). Act 1722
0f 2001 amended A.C.A. § 25-4-104 for an Administrator of OIT appointed by the ECIO. Act 751 of 2007 repealed the OIT and the ECIO. DIS recommends continuation and
enforcement of the rule subsequent to amendment that corresponds to current DIS statutes.

Advanced Communication & Technology Committees

http://arr.blr.arkansas.gov/Portals/0/Rules/ARR/Entities/125/Rules/2251/Final/200.00.03-004F ECIO Warning Banner for State IT Systems.pdf

ID#: 2321

01/01/2006

na 01/01/2006 01/01/2006

(none)

(none)

The OIT (Office of Information Technology) Encryption Rule was created under the OIT state statutes. Act 751 of 2007 repealed the OIT. DIS recommends continuation and
enforcement of the rule subsequent to amendment that corresponds to current DIS enabling statutes A. C. A. §§ 25-4-101, et seq.

Advanced Communication & Technology Committees
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http://arr.blr.arkansas.gov/Portals/0/Rules/ARR/Entities/125/Rules/2242/Final/200.00.03-002F%20ECIO%20User%20Log%20on%20Passwords.pdf
http://arr.blr.arkansas.gov/Portals/0/Rules/ARR/Entities/125/Rules/2243/Final/200.00.03-003F%20ECIO%20Virus%20Scanning%20on%20State%20Network.pdf
http://arr.blr.arkansas.gov/Portals/0/Rules/ARR/Entities/125/Rules/2251/Final/200.00.03-004F%20ECIO%20Warning%20Banner%20for%20State%20IT%20Systems.pdf
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Rules by Subject Matter Interim Committee Recommendations

Promulgated Effective Filed w/ SOS Last Revision
Date Date Date Date
OIT: Physical and Logical Security Standards ID#: 2318
Statutory Authority: na 05/01/2006 05/01/2006 05/01/2006

[ ] Required under State or Federal Law: (none)
Requirement Statement: (none)
Enforce: The OIT (Office of Information Technology) Physical and Logical Security Standards were created under the OIT state statutes. Act 751 of 2007 repealed the OIT. DIS
recommends continuation and enforcement of the rule subsequent to amendment that corresponds to current DIS enabling statutes A. C. A. §§ 25-4-101, et seq.

Subject Matter Committee: Advanced Communication & Technology Committees

Link to Rule Document:

OIT: Spyware Scanning Standard ID#: 2320
Statutory Authority: na 09/01/2006 09/01/2006 09/01/2006

[ ] Required under State or Federal Law: (none)
Requirement Statement: (none)
Enforce: The OIT (Office of Information Technology) Spyware Scanning Standard was created under the OIT state statutes. Act 751 of 2007 repealed the OIT. DIS recommends
continuation and enforcement of the rule subsequent to amendment that corresponds to current DIS enabling statutes A. C. A. §§ 25-4-101, et seq.

Subject Matter Committee: Advanced Communication & Technology Committees

Link to Rule Document: http://arr.blr.arkansas.gov/Portals/0/Rules/ARR/Entities/125/Rules/2320/Final/200.00.06-003F-8563 OIT Spyware.pdf
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http://arr.blr.arkansas.gov/Portals/0/Rules/ARR/Entities/125/Rules/2318/Final/200.00.06-001F-8433%20OIT%20Physical%20and%20Logical%20Security%20Standards.pdf
http://arr.blr.arkansas.gov/Portals/0/Rules/ARR/Entities/125/Rules/2320/Final/200.00.06-003F-8563%20OIT%20Spyware.pdf
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