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�In the next 30 min,  we’ll be discussing real-work risks caused by exposed data and why it’s a public safety concern


e 84% of state legislators reported

being insulted in the past year

e 76% reported being harassed
e 44% reported having been
threatened.
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Threats are increasing - and state legislators are particularly vulnerable
EASE AND ACCESSIBILITY OF PERSONAL DATA MAKES THREATS MORE ACTIONABLE 
THEREFORE INCREASING THE NUMBER OF THREATS THAT ARE CARRIED THROUGH SUCCESSFULLY






The Severity of Threats
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New York Attorney General A man made dozens of A California man was
received death threats via “swatting” calls against charged for sending death

2025

text message to her six Georgia lawmakers  thregts to Maricopa
personal cell demanding -~ gs well as state and County Recorder Stephen
she cease actionsina civil  feqerqgl officials. Richer after the 2022
fraud case against former election certification,

President. vowing violent retaliation.


Presenter Notes
Presentation Notes
This slide underscores what many of you already know too well—the severity of threats is escalating, and it's becoming deeply personal.
In New York, AG Letitia James received explicit death threats on her personal cell
Georgia - lawmakers were swatted
Maricopa county recorder 
These aren’t fringe incidents. They’re examples of a dangerous pattern where personal information is weaponized, and public service becomes a personal risk.
And the common thread across all of these: online exposure. Home addresses, phone numbers, family connections—all of it increasingly accessible and leveraged by bad actors - 




Data Brokers are
the Problem
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In this case, the suspect tracked lawmakers using publicly accessible information. 
And unfortunately we were reminded again that exposed data can be extremely dangerous


couect & expose ycur (f,:? FamilyTree HOME SEARCH MY TREE
personal information online
without consent

Research your family tree and genealogy for free!

Credit Card
Purchases

Subscriptions Data Broker Reward
Programs

Public
Records

Browser Free People Search Sites make it easy
Cooldes for people to find you and your family

Media
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Let’s talk about how we plan to adI want to elaborate on HOW and WHY Data is so easily accessible - show example

TRANSITION TO QUESTION - We’re with Mike and Jackie to talk about what legislators can do to limit exposure to prevent adverse incidents in the future but first I want to make sure we’re all aligned on how the data broker industry works 

QUESTION TO MIKE SO HE CAN EXPLAIN DB’s 


Current

Partnerships

B Existing Partnerships
Partnerships in Flight



A Human Centric Approach to Privacy
Protection & Cybersecurity

DeleteMe is the #1 Privacy Tool Trusted

By the Public Sector
WhCIt makes Process Platform qutnership
DeleteMe - Automated scans/removals - Central Admin portal - Dedicated Privacy Team
. - Human assisted removals - Fast, frictionless deployment - Training & Best Practices
different? - Manual opt-out validation - Secured member dashboard - Regular program review
- Continuous Monitoring - Single sign-on - Adoption assistance
- Detailed reporting - Escalation

- U.S. Data Access only
- SOC2 Type 2 Compliant - Account delegation - 24/7 threat response
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Talk about what we don’t remove - social, dark web
Appropriate communication channels 



Personal Data Brokers: e.g. Radaris,

Personal data brokers expose a variety of sensitive personal information including family members, date of
birth, home addresses, and contact details. DeleteMe takes these down and keeps them down.
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Before: Free and publicly accessible profiles of you After: Entire profile removed from broker website
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Here’s an example of where DeleteMe takes down your PII from a personal data broker site.  


Search Engine Results: e.g. Google, Bing

Search results pages often expose Pl from these data broker website directly, even after
removals, as cached results. DeleteMe will scrub results proactively and quickly.

Go gle Jane Doe Springfield Kansas Go gle Jane Doe Springfield Kansas

Page 10f abou results
wwwswhitepages com Your search - Jane Doe Springfield Kansas - did not match any documents.
Jane Doe in Springfield | 15 record found Suggestions:

15 records — View phone numbers, addresses, public records, background ’

check reports and possible arrest records for Jane Doe in Springfield. « Make sure that all words are spel\@d COH":‘C“Y,

Whitepages ... « Try different keywords

« Try more general keywords.

( wwwaddresses.com
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12 Next

€) wwwheenverified.com

Jane Doe, Springfield

15 record — Looking for Jane Doe in Springfield, Kansas? We found 15+

addresses for Jane, phone numbers, email, ...

3 wwwneighbor.report
Jane Doe, (938) 724-XXXX, Springfield

https://radaris.com
Jane Doe, (938) 724-XXXX, Springfield

EREEs Fasanel deie eoslly eoassible 1 see el After: Cached results removed from search indexes
results pages
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One common question we hear is about search results that still appear after personal data has been removed from the original source.
When we take down information from data broker websites, it can still show up in Google or Bing search results as cached copies or old links.
As part of our process, DeleteMe not only removes the data at the source but also submits requests to search engines to remove outdated links and cached pages.
This extra step helps ensure that sensitive information doesn’t remain visible in search results even after it’s been deleted from the original site.
By clearing both the source and the search index, we reduce the risk of that information resurfacing or being used by attackers.



Real Estate Listing Removals: e.g. Zillow

Real estate sites expose your home. DeleteMe finds them and removes them.

2 Zillow

Uh oh,
something broke.

Error 404 - page not found.

Return to Zillow

Price cut: $14.7K (11/8)

Request a tour
$279,300 a5 ar astodaya 190am
1441 Marlene PI, Desoto, TX 75115 beds baths sqft

i~ Contact a t
Est:$1,842/mo / Get pre-qualified ks i

i) Single Family R nce T Builtin 1978 A 10,105 sqft lot

2 52643 ate® [, s105/sqft € $- HOA

Before: Eosily aceessible ph'otos'of yard, home, After: Complete removal of real estate listings
entryways, and interior
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Property records are some of the most common sources of risk because they often include home addresses, names of family members, purchase details, and even signatures. This information is widely accessible through public records, data brokers, and real estate listing sites.
For executives and employees, exposed real estate data can increase the likelihood of targeted harassment, doxxing, and physical security threats. It’s also a common starting point for attackers looking to build a credible profile for phishing or social engineering.
DeleteMe can identify and remove these records, significantly reducing the risk of this information being used maliciously or resurfacing later through data aggregation.
This kind of proactive removal is a critical layer of protection—especially for high-profile individuals whose home addresses are often the easiest piece of personal data to find.



Street View Masking: e.g. Google, Apple, Bing Maps

Street View links images to addresses, risking privacy. DeleteMe blurs your home images.

Before: Publicly accessible images of your home After: Blurred home images
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This shows how DeleteMe blurs images of customers’ homes on real estate and mapping sites.
By removing visual details, we make it harder for bad actors to identify or target someone’s property.
It’s a straightforward but powerful way to protect personal privacy and reduce physical security risks.



W UTAH STATE Legislators Bills Code Audits Budget Research and Legal
iy LEGISLATURE
U t a h H.B. 538 Protection of State Official or Employee Personal Information
Bill Text Status Hearings/Debate
Bill 5 r: Floor nsor:
Enrolled H.B. 538 i Spo
Printer Friendly =

PROTECTION OF STATE OFFICIAL OR EMPLOYEE PERSONAL INFORMATION

2024 GENERAL SESSION
Rep. Birkeland, Kera Sen. Kennedy, Michael 5.

STATE OF UTAH
Substitute Sponsor: Rep. Birkeland, Kera

Chief Sponsor: Kera Birkeland
Drafting Attorney: Patricia Owen

Senate Sponsor: Michael 5. Kennedy Fiscal Analyst: Heidi Jo Tak

UTAH eutah Cyber Center [ wososn ]

Home  ReportaBreach  Domaim Requests  Gow Official PHl Remowal  Resources  ESAC  Cyberserurity Tips  Wnowledge 82z ComtactUs

Removal of State Elected Official or Cabinet/Senior Staff Personal

Identifying Information

State Elected/Cabinet Officials

In accardance with Utah Code §534-16-109 State elected officials and cabinet level officials or senior staff of the Governor wheose life or safety has been
threatened in the course of performing the individual's state duties may submit for removal of their personal ide ntifying information from the open web.




How
DeleteMe
Helps

Reduced Risk

Pll Protection

Peace of Mind

Network Security
Risk

Proactive
Approach

Cost Savings

Home address e Family members
Phone number e Photos

Email address e Location Data
Inappropriate Communication ¢ Doxing

Threats of Violence e Swatting
Harassment e Physical Harm

Improved health and well being
Reduce employee turnover
Time saved with reduction of spam & robo calls/texts

Reduce Phishing & Spear-Phishing
Protect personal devices and networks
Reduce attack surface for org improving overall cyber security posture

Stop Social-Engineering attacks from the start
Take responsibility away from employees
Track exposure to improve awareness

Reduces number of phishing emails & spear-phishing attempts
Reduces risk of down time
Reduces risk of cyber attack such as ransomware
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